Abstract. We study a corpus of particular Boolean functions: the idempotents. They enable us to construct functions which achieve the best possible tradeoffs between the cryptographic fundamental properties: balancedness, correlation-immunity, a high degree and a high nonlinearity (that is a high distance from the affine functions). They all represent extremely secure cryptographic primitives to be implemented in stream ciphers.
Introduction
One of the most important types of keystream generators is the one generally used for stream cipher. A number n of linear feedback shift registers (LFSRs) are combined by a Boolean function, that is to say a function mapping F~ to F2. Standard cryptographic criteria concerning the LFSRs are well-known (good statistical properties, large period, large period complexity). The Boolean function, whose main goal is to erase, to break the intrinsic linearity of the LFSRs is of great importance and must have some properties to resist certain attacks and particularly the Siegenthaler's correlation attack [23] . The different criteria for a Boolean function (balancedness, correlation-immunity and high nonlinearity) have been extensively separately studied, but it has been shown that it is impossible to combine simultaneously these criteria [22, 14] . Necessary tradeoffs are to be considered and much work leaves to be done in that direction.
Since Boolean functions are important primitives of such keystream generators, achieving the best possible tradeoffs is the main goal, which generally remains a difficult problem [6] . Recent results [7] have shown that if the existence of such functions can be proved, exhibiting some of them is very difficult, as soon as n > 7. The nonlinearity, i.e. the distance from the affine functions, is the criterion which presents the greatest difficulty. Recall that nonlinearity is of great importance in block cipher too, where the substitution-boxes must be as nonlinear as possible.
This paper presents significant results on the search of as good as possible Boolean functions and gives method of construction. 700 functions have been obtained for n = 9, which meet theoretical bound defined in [22] . Thus they are of great interest for cryptographic use all the more so since a survey of them show an unexpected additional tradeoff between the correlation-immunity order and the distribution of the (non zero) values of the existing correlations.
In Section 2, basic concepts and notation are given. Section 3 exposes the basic criteria for a Boolean function, related to the main existing attacks. Section 4 presents the corpus of the idempotent functions. As an important tool in Coding Theory, the use of the idempotents for finding Boolean functions with certain properties has been initiated by C. FONTAINE [7] . It will be presented and extended in this paper to find good cryptographically Boolean functions. In Section 5, results are exposed along with applications. The most significant one is that about 52000 balanced Boolean functions achieving the best possible tradeoff between correlation-immunity and nonlinearity are obtained, 700 of them meeting the Siegenthaler's bound.
Basic Concepts, Definitions and Notation
We will denote by Fq the finite field with q elements. A Boolean ]unction ] of n variables is a mapping from F~ into F2. We denote by ~-n the set of such functions. We will use several representations for Boolean functions:
(1) Let B = (bl,..., bn) be a basis of F~. 
where a is a primitive element of F2-.
Example 1. For n = 3, let a be a root of the primitive polynomial X 3 + X + 1.
We identify F~ with the finite field F2-.
(1) We consider two bases B1 = {a~ 2} (the canonical basis) and B2 = {a a, a 6, a 5} of this field. Now let f be defined by f(a ~ = f(a 1) = f(a 2) = f(a 4) = 1 and f(O) = f(a 3) = f(a 5) = f(a 6) = O. We have QI,B1 (Xl, x2, x3) = Xl d-x2 q-x3 q-x2x3 and Qf,~2 (xl, x2, x3) = xlx2 + X2X3 "~ XlX3. We will denote by NL(fn) the maximal nonlinearity for functions in 5rn. We recall in the following table the current knowledge about NL(~'n): -even n : we know that NL(~rn) = 2 n-1 -29 -1 and the functions whose nonlinearity is equal to NL(Jrn) are called bent functions [18] .
-odd n : we only know that Boolean functions are of great importance in the design of running-key generators for stream ciphers. These latter are a very important class of encryption algorithms. Encrypting binary digits of a plalntext one at a time, stream ciphers are widely used, being very fast and particularly well adapted to telecommunications applications (allowing stream decryption).
To be considered cryptographically secure, the sequence produced by the running-key generator must fulfill the following properties: the period must be large, as well the period complexity and good statistical properties must be achieved.
A well-known method for designing such a pseudo-random generator consists in using n linear feedback shift registers (LFSRs) with primitive feedback polynomials whose lengths are relatively prime. Additionally they are supposed not to be sparse (see [5, 13] ). Their output sequences xl, x2,..., Xn are taken as arguments of a Boolean function f of n variables whose output f(xl,...,xn) forms the running-key s (Fig. 1) . The secret key of the system then consists of the initialization of all the LFSRs.
There exists a huge theoretical knowledge of such combining generators [19] [20] [21] .
Let us review the different necessary criteria a Boolean function must fulfill to yield a cryptographically secure scheme, at least to resist known attacks.
Balancedness Criterion
In this case exactly half of the values of f are 0. The output of f must obviously be uniformly distributed to behave as an unpredictable variable. 
Nonlinearity Criterion
In order to break the linear properties of the LFSRs, to increase the period complexity of the output sequence s, and to avoid some well-known attacks [24, 25] , the combining function f must be highly nonlinear. But as J.L. MASSEY pointed it out [12] the main difficulty is to quantify what cryptographers need and call "nonlinearity". The first (historically) approach is to consider it as the degree of the function. But let us consider for example f(xl,x2,x3) = xl + x2 + x3 + XlX2X3. f is of degree 3, but it is easy to see that in fact f is very close to a linear function (whose order is 1). Then this approach of nonlinearity is not sufficient. The second approach then consists in defining the nonlinearity of a Boolean function as its distance from affine functions, using the theoretical tools of Coding Theory. From this point of view, a combining function must be as far as possible from any linear (or affine) function.
Correlation-Immunity Criterion
This criterion was defined in response of the correlation-attack of such schemes, developed by T. SIEGENTHALER [23] and which constitutes their main cryptanalytical approach. This cryptanalysis method aims to recover the different initializations separately -or at least an enough part of the secret key to greatly reduce the cost of the remaining exhaustive search.
The complexity of a brute-force attack (i. e. the number of trials) is 1-[~= 1 ( 2L'-1) where Li is the length of the i-th LFSR. But if the combining function is such that there exists a correlation between the keystream s and the output sequence of the i-th LFSR i.e. if
it is possible to try in a first step, all the 2 L' -1 possible initializations of the i-th register only. The correct one will then be detected with a high probability. In term of cryptanalysis, if the combining function is t-th order correlationimmune, any correlation attack must consider at least (t + 1) different LFSRs simultaneously. Suppose for example that f is 2-resilient (let us say that there is a correlation between with LFSRs 1, 2 and 3). We then have: 72(u) = 22-uEF~ the value ~'~(7) corresponding to LFSRs 1, 2 and 3 will be higher, that is to say the correlation will be stronger.
The problem is how to exploit such an important bias without performing a too complex exhaustive search. Despite refinements of Siegenthaler's attack and attempts to give an answer to this problem, made by J. GOLIC and M. MIHALJEVIC [8] [9] [10] , it is still an open problem.
A combining function should then fulfill all these criteria (high degree, balancedness, correlation-immunity and high nonlinearity). But some of these conditions are incompatible:
--W. SIEGENTHALER [22] showed that there is a necessary tradeoff between achieving high degree and high-correlation immunity.
-Since the nonlinearity is a global property of the functions, contrary to the correlation-immunity which is a local one, only a tradeoff can be achieved for these two criteria.
When n (number of entries) is even, the functions of highest nonlinearity are the bent functions and it is a well-known fact that they cannot be balanced[ll, p. 426]. Then balanced functions having the highest possible nonlinearity must be considered. Until now, finding such functions is a very difficult problem [6] . When n is odd, exhibiting functions of the highest nonlinearity is a hard problem in itself. Among the available candidates, balanced ones exist.
Finding some Boolean functions which achieve a good tradeoff between all these criteria is then of great importance in cryptography. Until now only theoretical, nonconstructive characterizations are known. We do not even know the value of the highest possible nonlinearity of a balanced Boolean function. It is also a very difficult problem to exhibit highly nonlinear functions meeting the Siegenthaler's bound for the t-resilient functions:
deg(f) + t < n -1 unless t = n -1
In the following part, a constructive method is given to obtain balanced Boolean functions with a high nonlinearity and a good correlation-immunity order, some of them meeting the Siegenthaler's bound.
The Corpus of the Idempotents
A first approach to the problem of finding balanced Boolean functions with a high nonlinearity could be to pick functions at random, in hope that they have the required properties. It is obviously not a suitable algorithm since the proportion of such functions seems to be small. It is then necessary to restrict our investigation to a corpus of particular Boolean functions. Here we are interested in those which lie in cosets of An generated by idempotents. We [16, 17] .
We will first recall some definitions and properties of idempotents, and then
give our numerical results.
Definitions Definition 3. Using the representation (2) introduced page 2, f is an idempotent if and only if f2 = f, that is:
This means that:
Z f(g)(g2)= /(g)(g). Example 2. We take n = 3, and we consider the idempotent .f whose support is {a ~ a, a2,aa}, where a is a root of the primitive irreducible polynomial X 3 + X+I:
-its MS polynomial is Z 3 + Z 5 + Z 6. The nonzero coefficients are A1, A2, Aa. But 1, 2, 4 are all in the cyclotomic coset containing 1. Then the short MS polynomial of f has only one nonzero coefficient --At --and is equal to Z 6 .
-the ANF expressed in the normal basis {Or 3, Ol6, Ot 5} is XlX~ + X2X3 -{-XlX3.
These terms are all in the same shift class, and then the short ANF is xlx2.
Then the corpus of idempotent functions has the useful property to be short to represent. It is a gain of space in computation, and then a gain of memory. Another important point is that the short MS polynomial has its coefficients into F2: it is then a gain of time for computations since idempotents can be stored as a computer word (shorter than 2 n which is the number of the values taken by f).
Results
As explained at the beginning of this section, our aim is to study cosets of ~4n generated by idempotents. This means that for a given idempotent function f in ~'n we look at the coset C/ = {f + g,g E An} and the weight distribution and since they all differ from each other only on their affine terms, they are said to be equivalent [11, p. 416 ]. We will say that the weight distribution WD(f) is maximal if the nonlinearity of f is equal to NL(~n).
We will first resume our results for n = 5, 6, 7, 8 and then give in a table the number of highest nonlinear Boolean functions we obtained. Then we will expose our results for n = 9, the first case when NL(~n) is unknown.
For our examples, we will use the short ANF of the idempotent functions, relatively to a normal basis 7,72,... ,72"-1. a will be a root of the primitive polynomial Pn(X) of degree n and 7 is the pawn th power of a. Here, we take Ps(X) = X 5 + X 2 + 1,paw5 = 3, P6(X) = X 6 + X + 1,pow6 = 5, PT(X) = XT+X+l,pow7 = 13, P8(X) =XS+X4+X3+X2+I,pows = 11, P9(X) = X 9 +X s + 1,pow9 = 13. for n = 7. Moreover, the cosets generated by them contain a lot of balanced functions. Another important point is that we obtained four distinct maximal weight distributions for n = 7.
We give some examples of the highest nonlinear idempotent balanced functions we have found (using their short ANF): 
We obtained all the idempotent functions with the highest nonlinearity, that is the bent functions (NL(~'6) = 28, NL(gVs) = 120). We have obtained all the possible degrees for these functions: 2, 3 for n = 6 and 2, 3, 4 for n = 8. But since they are bent, they can not be balanced.
In [6] , H. DOBBERTIN give for even n a result on the highest nonlinearity for balanced Boolean functions in term of the values of the Walsh-Hadamard transform. In term of nonlinearity (using theorem 1) and in our case, this result is the following: for n = 6, the highest nonlinearity for balanced functions is 26, and for n = 8, it is 116 or 118.
For n = 6 we have computed all the idempotent functions, and we have found balanced functions with nonlinearity 26. All the highest nonlinear balanced functions we have found are of degree 5.
For n = 8, we did not compute all the idempotent functions. But we applied the following algorithm: we fix the number of nonzero coefficients nb in the short MS polynomial, and then look at all the cosets generated by the idempotents corresponding to short MS polynomial with nb nonzero coefficients. Fixing nb to 1,..., 8 we obtained a lot of balanced functions with nonlinearity 116, but no balanced one with nonlinearity 118. We then focused on the nonlinearity 118, looking at all the possible short MS polynomials, but we did not find any balanced function with this nonlinearity.
We give some examples of the idempotent bent functions we have found (using their short ANF):
Example 4. n = 6: xl + xlx4 and xl + XlX4 -{-XlX2X3 --~ XlX3X5 n--~8:
The balanced functions we obtained with the highest nonlinearity are not idempotents. Their ANFs are too long to be written here.
We now give in the following table the number of highest nonlinear Boolean functions we have found for n = 5, 6, 7, 8: In 1991, P. CAMION, C. CARLET, P. CHARPIN and N. SENDRIER have presented in [4] a construction of t-resilient functions: let f be a t-resilient function of ~'n, and g be the function of ~+1 defined by (the ANFs are expressed in the canonical basis):
Then g is (t + 1)-resilient. We will apply it to our balanced highly nonlinear functions in order to construct balanced highly nonlinear functions with a good Correlation Immunity order.
Theorem 2. f by
The degree and nonlinearity of g can be deduced from the ones of
Proof. It is obvious that f and g have the same degree. We will now prove the result on the nonlinearity.
We have d(g,.4n+l) = min{d(g, l), l E An+l}. Let l be an affine function of An+l: it can be written as l(xl,... ,xn+l) = l'(Xl,... ,xn) +cxn+l with l' in An and c in F2.
Let Vf denote the vector corresponding to the values of ]. We also introduce Vg, ~ and Vv. We have Vg --(VflVf), where Vf denotes the complement of V I, and ~ = (Vv IVy). And since the distance between two Boolean functions g and l is the sum of the elements of the vector Vg + Vi, we have:
Then if we use a 0-correlation-immune balanced function of ~,~ with nonlinearity NLI, we obtain by iterating t times this construction a t-resilient function of ~',~+t with nonlinearity 2tNLI.
Example 5. We take the idempotent function of ~'7 whose short ANF relatively to the normal basis (ala,..., a 7~ (where a is a root of the primitive polynomial X r + X + 1) is
This function is balanced of degree 6 and has the highest nonlinearity, 56. We apply the construction twice, and then obtain a 2-resilient function g of ~'9 with degree 6 and nonlinearity 22 * 56 --224. The inequality given in Equation 1 is here 6 + 2 < 9 -1 and is then an equality. We have optimized the degree regarding to the resilience order. necessary criteria, precedently presented. One more important point in this kind of application is a very good behavior (better than expected) toward the correlation-immunity. Being 2-resilient, the different nonzero values of ](w), yet more important than for 1-resilient functions (due to the Parseval's equation), are however very well distributed. It can be considered as an additional tradeoff between the correlation-immunity order and the most unfavorable existing correlation values. Cryptographically speaking, not only we are forced to consider 3 LFSRs simultaneously in a correlation attack (which is generally intractable if the sum of their length exceeds about 80) but also the correlation values will be weak enough to offer far more resistance since it will oblige the cryptanalyst to consider a generally too long keystream s to recover the secret elements with acceptable probability of success. From this point of view, these obtained functions are cryptographically secure regarding to known attacks.
And since we have 700 functions with the same characteristics as f (154 functions up to equivalence), we can construct 700 functions with the same characteristics as g.
Moreover we have 51744 functions of 7 variables which are balanced, of degree 5 and with nonlinearity 56 (they are 1176 up to equivalence). They enable us to construct 51744 functions of 9 variables which are 2-resilient, of degree 5 and nonlinearity 224.
Conclusion
The need for the most possible secure cryptographic primitives in cipher systems is of great importance. In case of stream ciphers most of the reliability and security lies in the Boolean functions which must combine different criteria (balancedness, correlation-immunity, nonlinearity) to ensure resistance to known attacks.
Precedent studies showed that only tradeoffs could be envisaged, these criteria being impossible to be obtained simultaneously. Until now, only existence results were known and no effective construction method were given, which could have been used to exhibit best as possible Boolean functions. In this paper, the use of a particular of Boolean functions, called idempotents, has been widely used to give such a constructive method. 700 Boolean functions for n = 9 have been obtained. They not only present the best possible tradeoff between the desired criteria but also meet the theoretical Siegenthaler's bound. An additional tradeoff has been observed, between the correlation-immunity order and the distribution of the nonzero values of the existing correlations. All that make these functions particularly well-suited for implementation in stream ciphers thus resisting all the known attacks.
